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The Process Again
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The First e-Apostille

» First Adoptions
Kansas

RON THORNBURGH
Secretary of State

Memonal Hall, 1st Floor
120 S.W. 10th Avenue
Topeka, KS 66612-1594
(785) 296-4564
1\'1‘.'\';'.[(5505.01’5

STATE OF KANSAS

Ofticial Proclamation by the Kansas Secretary of State

The State of Kansas is pleased to announce the 1ssue of the first e-Apostille under the
suggested model of the Hague Conference on Private International Law and National

Notary Association's electronie Apostille Pilot Program (e-APP).



PDF, Word, Other Document Types

» PDF chosen as foundation — strong adoption, readily
understood, suitable XML container and binary
object container

» Word has been adopted by Delaware as next step
» Goal — all document types, binary objects, etc.
» Shared Goal — XML specification for Apostille?



Complementing This Movement

» E-SIGN/UETA exemption for public agencies

» Great progress on federated identity
management standards in the United States

Important foundation to larger adoption of
electronic documents among public agencies

National Strategy for Trusted Identities In
Cyberspace (NSTIC)

http://www.nstic.ideascale.com/



Complementing This Movement

» First federal court order issued electronically

» State court systems rapidly moving to entirely
electronic format (California’s system is live)

» Many other governmental organizations rapidly
becoming electronic (Vital Records, Property
Records, etc.)



Delaware

» eApostilles — Live by end of 2010

» Avallable to all corporate entities and lawyers (and
legal assistants/paralegals) in all 50 states,
territories, possessions

» Court of Chancery moving to eFiling

» Fully aligned with federal identity assurance
standards

» Gemalto SmartCard — Delaware trusted root
» Non-repudiation provided



Delaware Law Revision
» Title 29 84309 (a) [http://notary.delaware.gov/]

» (c) The Governor may also appoint, as notaries public for electronic notarial
acts, nonresidents of this State who otherwise meet the requirements of
paragraphs (b)(1) and (b)(2)

» (2) Such individual is an attorney-at-law in good standing licensed in any
state, commonwealth, territory, district or possession of the United
States or such individual is a legal assistant or paralegal working under the
direct supervision of an attorney-at-law in good standing licensed in any
state, commonwealth, territory, district or possession of the United States
and such attorney-at-law is a Delaware electronic notary and has previously
submitted to the Secretary and had approved by the Secretary an application
containing such information as the Secretary shall deem necessary and
proper and demonstrating such attorney-at-law has a reasonable need for
permitting 1 or more legal assistants or paralegals under that attorney-at-
law's direct supervision to become an electronic notary under Delaware law;
or



Delaware’s Platform

STEP 2 - Credentie

Applications vetted by state.
Commaon Access Card (CAC)

readar shipped 1o Notary.

- STEP 1 - Notary Applic

{State callects Application Fee $60
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ldentity Management

STEP 1 - state of

Delaware Commissions
an eNotary and triggers
Credentialing
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Word Infrastructure

[Electl'nnicn]lv Notarized Document

Cartificate_of_Autho
rity. docx

The below document copy was electronically notarized under Delaware Electronic Notary Law. (see
hitpo//notary delaware gov/infarmation/nplaw shtml ) EH_" i

The digitized original of this copy consists of twocore elements; | Cortficate.
doox

1. The electronic ‘xml’ folder structure which contains the Electronic Notarization
original (.do¢x)and electronic forensicsto assistrelying parties in proving the elemer
ofthe notanal act (identity of parties, time, personal appearance) and do cument non-
repudiation

2. A pdfcopythatcanserve asa copy ofthe original electronic version, whichis provided
below.

Document Forensic Information:

QOriginal Hash: |F1?C‘1-EB‘1W9MW5‘1-ES?MHWF

mfntsﬂial“umtmr |||||||||IrlllllllllllIIIII:IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIl




XML Dataset

Titke: Submitted By: Requested By: ‘Submitted Date: _ Upload Date:

. Power of Attormey | Lawyer | Lavye | Bram _ 3/14/2010 | [¥] Mustbe Recorded

E v [3ohnDoe | |Attest Copy | F17CEBACCFIBADISISETS [Bob Smith | ew Castie |
e | Poa | (V] Create Viewsble Printab..




Predictions, Challenges

» Electronic documents will largely become XML
structures in the cloud

Movement in US to eliminate silo databases
Google — property records
Google — Los Angeles City

» Identity management will be the key to trust
» Non-repudiation will be the key to “originality”



Certificate Trust in Adobe PDF - Default

This dialog allows you to view the details of a certificate and its entire bsuance chain. The details
cormrespond to the selected entry.

(] Show oll centificaticn paths found

3 VeriSign, Inc. | Summary | Details | Revocation | Trust | Policies | Legal Notice
= /i VeriSign Class 1 Ca
Richard Hansbes This certificate 15 not trusted.

Trust Settings

Sign documents or data

Certify documents

Execute dynamec content that i embedded in s
certified document

Execute high privilege lavaScnpts that are embedded in
& certified document

X X X X X

Equivalent to Privileged Locations

- —_— E =

| Add to Trusted Identities... |

—

=] [
0y Thiz is & seif-signed centificate. The selected centificate path has errors: Not time valid

The path validation checks were done at 2010,708/30 00:47:33 07'00°
Validation Model: Shefl

It ——




Adobe PDF - Default

This dialog allows you to view the details of a certifi
correspond to the selected entry.

V| Show all certification paths found

3 VeniSign, Inc. Summary | Details
= /I VeriSign Class 1 CA

Richard Hansbe: This certificate is

Trust Settings



Adobe PDF - Adding Trusted ldentity

Certificate Details
Subject: Richard Hansberger <rhansberger@nationalnotary.ong>
Issuer: VeriSign Class 1 CA Individual Subscriber-Persona Mot Validated
Usage: Sign transaction, Encrypt keys
Expiration: 2006.05.20 23:59:59 Z

Trust

Trust this certificate for

[¥] Signatures and as a trusted root

[¥] Centified documents

[ Dynamic content

I Embedded high privilege JavaScript
Equivalent to Privileged Locations




Adobe PDF - lIdentity Trusted

Certifcate Viewsr i
Thes dialosg allows you to view the detaiis of a cortificate and its entire Raance chain, The detais
correspond to the selected entry.

] Sherw sl certification paths Tound
In.Inc.  Summary | Detais | Revoxation| Trust | Poicies | Legal Notice|
;iiqnﬂmlﬁlim[widmliu
| Rschard Hensberger <shanibe This certificate is darectly trusted in your trusted identities =1,
Trust Settings
Thes certificate i set a3 & trust snchor, the result being that
thas certaficate and all certificates isjued beneath the
certificete are trusted toc
& Sign documents or data
& Centdy documents
K Execute dynamic comtent that is embedded in s
certified document
M Execute hugh privilege lavaScopts thet are embedded in
a eertifved document
K Egquivalent to Privileged Locations
Eevocation checlang i not perforrmed for this certdicate
beckute it o directly trusted a3 & bhust snchar,
Add to Trusbed Identities...
T e v )
1, The selected certilicate path ks ereces: Mot teme valid




Thank youl!

Dr. Richard J. Hansberger
Attorney at Law
richardh@brttlaw.com
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